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Legal notices Integration Guide

Legal notices

Information about the Nozomi Networks copyright and use of third-party software in
the Nozomi Networks product suite.

Copyright

Copyright © 2013-2025, Nozomi Networks. All rights reserved. Nozomi Networks believes
the information it furnishes to be accurate and reliable. However, Nozomi Networks
assumes no responsibility for the use of this information, nor any infringement of
patents or other rights of third parties which may result from its use. No license is
granted by implication or otherwise under any patent, copyright, or other intellectual
property right of Nozomi Networks except as specifically described by applicable user
licenses. Nozomi Networks reserves the right to change specifications at any time
without notice.

Third Party Software

Nozomi Networks uses third-party software, the usage of which is governed by the
applicable license agreements from each of the software vendors. Additional details
about used third-party software can be found at https://security.nozominetworks.com/
licenses.


https://security.nozominetworks.com/licenses
https://security.nozominetworks.com/licenses
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Overview

This documentation describes the Splunk Universal Add-on integration with the
Nozomi Networks platform. This add-on is called the Nozomi Networks Universal Add-

on in splunkbase.

The Splunk Universal Add-on provides the capability to configure and retrieve
information from these Nozomi Networks products:

* Central Management Console (CMC)
e Guardian
* Vantage
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Requirements

The requirements for the Splunk Universal Add-on.

Splunk version
Splunk version 9.0 or higher.

Connectivity
The Splunk Universal Add-on can connect with an Nozomi Networks Operating
System (N20S) instance (CMC or Guardian) and/or Vantage.

The Splunk instance where the Add-on is installed must be able to send hypertext
transfer protocol (HTTP) requests to the Nozomi Networks instances from which it
retrieves data.

Dependencies
The only package dependency is the common information model (CIM), which must
be version 5.x or higher.
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Installation

Instructions for installing and configuring the Nozomi Networks Splunk Universal
Add-on. This topic covers logging into Splunkbase, downloading the add-on, setting
up accounts, configuring inputs, and managing data retrieval parameters for
seamless integration with Nozomi Networks.

Procedure

1.
2.

o 39 O O

10.
11.
12.
13.
14.

Log in to the Splunkbase website.

In the search field, search for Nozomi Networks.

Result: The Nozomi Networks Universal Add-on page shows.

. Select Download.

Result: The Accept License Agreements page shows.

. Accept the terms and select Agree to download.

Result: A dialog shows.

. Select Ok.
. For an overview of the Splunk Universal Add-on, select Details.
. Select Installation.

. In the configuration section, create an account. The account should include the

username and password, which are the key name and key token of:

o CMC
o Guardian
° Vantage

. In the input section, configure the input to retrieve the following data from

Nozomi Networks:

o Alert

o Asset

o NodeCve
° Node

o Link

o Variable
° Session

Add the host without (HTTP or hypertext transfer protocol secure (HTTPS)).
Select the account that you just created.

To specify the data retrieval starting point, use the from timestamp filter.

To determine how many items are retrieved for every call, define the page size.

Select Add.
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Generate an API key in Vantage

Generate an API key

Before you can use an API key, you must generate one.

Before you begin
Before you do this procedure, make sure that you have:
* Created a user to associate with your third-party application
e Assigned the user a role that grants the necessary permissions and scope within
Vantage

About this task

Once an key has been created, you cannot edit it. You can only revoke it.

Procedure

1. Log into Vantage as the user who will own the key.

2. In the top navigation bar, select @ > Profile.
3. Select API Keys.

Result: The API Keys page opens.

4. To generate a new key, select Add.

Settings API Keys ® Add
Authentication
API Keys 1B columns (7 Refresh Live @

Theme
User Display name Key name Description Last sign in at Last sign in ip Allowed ips Linked organizati...

0t000f 0 1< < Pagelofl >
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5. In the Description field, enter a description for the key.

<{ Generate new API key

Description
Give a human-friendly description to the API key.
Allowed IPs
Example IP ranges: 1.2.3.4/24 0r 1.2.3.4/24,2.3.4.5/16.
If no IP range is defined, the range defined in general settings controls.

If an IP range is defined, it controls OVER the one defined in general settings.

ENG CH LAB - MASTER v

Default Organization linked to this ApiKey. It will be used by request authenticated by this API Key.

If no Organization is sent in the request header, the default Organization will be used.

@® User privileges (O Restricted privileges ()

Generate Cancel

( Note: )

Nozomi Networks recommends that the description includes the name of

the application that will connect with the key.
N /

6. Optional: Enter a range of allowed addresses in the Allowed IPs field. Only
applications within this range will be permitted to connect with this key.

o ™
Note:
For these settings, you must use comma-delimited entries, in format.

Values here will override the values in the SECURITY section on the

General page.
- /

7. In the Organization field, select the organization that will be the default for this
key.

Note:

If an request that uses this key doesn't include an organization, the

default organization is used.
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8. Select one of these options:

Choose from:

o User privileges
o Restricted privileges

Integration Guide

Allread @ All create @

> Alert close options
» Alert playbooks

> Alert rules

» Alerts

4 API keys O

3 Asset rules

» Assets

> Audit items

4 Backup schedules

> Comments

3 Custom content items
» Custom fields

» Custom roles

Generate Cancel

User privileges O~ ®

Data integration configurations
Entity count samples

Groups

Imports (D)

1Q insights

Migration tasks

& Organizations (D

Panel permissions (D)
Protection rules

Remote actions (D

SAML configuration backups
Saved assertions

saved queries

Scheduled updates
Sensors

& settings O
SP plans
Tags
Time series
Trace files (D)
Trials
Users
Variables
Vulnerabilities
Wireless networks

Zone configurations

User privileges applies the same permissions that the user has.

Restricted privileges allows you to define a set of permissions associated with

the key.

Note:

During execution, the key's effective permissions are the permissions

common to both the user and the key.
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9. Select Generate.

Result: Vantage generates a key and displays its:

o Key hame

o Key token

o Allowed ips

o Linked organization

10. Important:

You will need some of these values when you configure your third-party
application. While the name is shown in the Vantage after this point, the
token is not shown again. If you lose this data, you must generate a new

key.

Record these details:

o Key hame
o Key token
o Allowed ips
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Generate an API key in Guardian or CMC

Generate an OpenAPI key
The profile settings menu lets you generate an OpenAPI key.

Procedure
1. In the top navigation bar, select
Result: A menu shows.

2. Select Other actions.
3. Select Edit OpenAPI keys.

Result: A dialog shows.

4. In the top right, select + Generate.

Integration Guide

Edit OpenAPI keys

Page 10f1, 0 entries

ACTIONS  NAME DESCRIPTION ALLOWED IPS LAST SIGN IN IP

QO Live ® Q

LAST SIGN IN TIME

+ Generate

REVOKE TIME

Close

Result: A dialog shows.
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5. In the Description field, enter a description for the OpenAPI key.

Generate OpenAPI key

OpenAPI key for web user admin

Description

Allowed IPs

(1) Examples of IP ranges for allowed IPs: 1.2.3.4/24 or 1.2.3.4/24,2 3.4.5/16.
If no IP range is defined all IPs are allowed.

Generate Cancel

6. In the Allowed IPs field, enter the details of the allowed addresses.

7. Select Generate.

Results
Your OpenAPI key has been generated.
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Troubleshooting

This section provides troubleshooting tips for secure sockets layer (SSL) verification
issues in Splunk add-ons. It covers an alternate add-on version that bypasses SSL
verification for users with untrusted certificates, available through support but not
verified by Splunk.

If you encounter secure sockets layer (SSL) verification issues, there is a version of the
Splunk Universal Add-on that allows skipping SSL verification. However, note that
Splunk has not verified this version, and it is not available through the Splunk store. It is
useful for customers with CMC or Guardian having untrusted certificates, ask support
for it.
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Central Management
Console

The Central Management
Console (CMC) is a Nozomi
Networks product that has
been designed to support
complex deployments that
cannot be addressed with
a single sensor. A central
design principle behind
the CMC is the unified
experience, that lets you
access information in a
similar way as on the sensor.

Common Information
Model

The CIM is a standardized
data model used in the
utility industry, particularly
for smart grids, to ensure
seamless data exchange and
interoperability between
systems and applications.

curl

curl isa command-line tool
and library used to transfer
data to or from a server. It
supports many protocols,
including HTTP, HTTPS, FTP,
and more. In AP| contexts,
curl is commonly used to test
and interact with endpoints
by sending requests and
receiving responses.

cURL

Hypertext Transfer
Protocol

HTTP is an application
layer protocol in the
Internet protocol suite
model for distributed,
collaborative, hypermedia
information systems. HTTP
is the foundation of data
communication for the
World Wide Web, where

hypertext documents include

hyperlinks to other resources
that the user can easily
access, for example by a

mouse click or by tapping the

screen in a web browser.

Hypertext Transfer
Protocol Secure

HTTPS is an extension of the
Hypertext Transfer Protocol
(HTTP). It is used for secure
communication over a
computer network, and is
widely used on the Internet.
In HTTPS, the communication
protocol is encrypted using
Transport Layer Security (TLS)
or, formerly, Secure Sockets
Layer (SSL). The protocol is
therefore also referred to as
HTTP over TLS, or HTTP over
SSL.

Industrial Control
Systems

An ICS is an electronic
control system and related
instrumentation that is
used to control industrial
processes.

Nozomi Networks
Operating System
N20OS is the operating system

that the core suite of Nozomi
Networks products runs on.

Secure Sockets Layer

A secure sockets

layer ensures secure
communication between a
client computer and a server.

Glossary
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